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Problem & Motivation Is there a {e.g. max-pool layer} in this black-box digit classifier? Take aways
- Many deployed models are black Method 1. kennen-o : Infer attributes — . Method 2. kennen-i: Craft "adversarial” input o - Intellectual properties in DNNs may
boxes [ iven in t t t t] f f' d . meln t]_— [L: (mg ([f(l‘ )]i:1) 7y)} h - d l 'b " f i .:U'Hilnllflle frj’]? [E (f(ﬁl?), y)] 0
g put, returns output). rom output patterns w.r.t. some fixed inputs. f~ whose output contains model attribute information. = imas not be 100% safe under black-box.
- Can black-box accesses reveal . R . T | T e AR - - Novel methods for exposing inter-
_ _ White b — ellow: trained parts. White b .y
model internals? e.q. (1) architec- y ok Y nals. We craft adversarial inputs that
e : w/ max-pool : MLP my = Yes — w/max-pool — Yes _
ture, (2) training procedure, and o o ' o . make DNNs confess their secrets.
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R —> — —> - )
(3] training data. c = - Exposed internals — greater vul-
- Why does it matter? C © nerability to adversarial examples.
. [ el
Key intellectual property and @ . — _ Whitebox = I x White box [
increased vulnerability to attacks. < : W/ max-pool : MLP my = No é | = Wiemaxpool > gy No |mageNet Setup R Results
f~F ' f~F
. - | | | ImageNet Setup Tack
M N IST SEtu p Fixed lnputs Outputs Attribute  GT attribute Crafte;jl Input O;EP)Ut Al"gglig’:lit)en GT atLrlbute —_— Members #layers  TopSerror  Leave-one-out
Code Attribute Values xz i=1 [f(xz)]? 1 predlctlon y P SqueezeNet 2 2§ | 19.5 + 0.1 famlly prediction.
VGG 4 11~19  10.24 1.1
act  Activation ReL.U, PReLLU, ELU, Tanh VGG-BN 4 11~19 9.2£1.0 - Highintra-
., drop  Dropout Yes, No @) — — sl A ” [ S—— ResNet 5 21~156  8.4x2.5  djyersity and
S pool Max pooling  Yes, No - @) DenseNet 4 121~201 T.0£0.8 o "
= n m— C ______________ y
3 ks Conv ker. size 3,5 X : Test black box : MLP my = 2 Pl
= #Conv | 2,3, 4 O | o .
§ #c  #FClayers 234 O . / L = O Family Prediction Transferrability
#par  #Parameters 214, ... 221 z z Crafted input Output  Attribute of Adv. Examples
ens Ensemble Yes, No Fixed inputs Outputs Attribute < T g(:L‘) prediction ke.rmen—o Target family
= alg  Algorithm SGD, ADAM, RMSprop iliz1 9(24)]i=4 prediction queries Acc(%) Gn S V B R D
O bs  Batch size 64, 128, 256 0 20.0 Cl:a“ Zi iz ji i‘; iz
£ split Datasplit  Allo, Halfo1, Quarter), /o Method 3. kennen-io : Combined model that simultaneously crafts effective inputs | s - 1 /4.2 v 62 8] 98 57 2
- size  Data size All, Half, Quarter _ _ _ [xi]nm-uilma ) min o [ (me ([f (@ )]7;:1) a?/)} 10 90.4 B 50 85 195 47 44
and learns to infer attributes from the corresponding output patterns. =1+ e 100 90.4 S
- 12 attributes to expose. . . 1080 948 L L e
MNIST Results Factor analysis Extrapolation results 3 |
META-MNIST: Dat t of 11k 100 100 100 e AVERAGE Solit Tra; Tect R A - Black-box ImageNet classifier - Adversarial examples
B B - Uataset o Mai |t [R d lt] g g g S ehvarop P11 i & ACC families are reliably exposed. transfer better within
. . e . daln resutts (rhandom spti - = 50 ~ 80 areharo A
diverse digit classifiers covering srchitecture oim data ( o R - - 100 family (diagonals).
12 attributes. e i e e a5 ¢ S B 3 1 B - -
El fe 2,3 4 :22 Find out family; then attack.
: . : kennen—o ranking 63.7 93.8 90.8 80.0 63.0 73.7 44.1 62.4 653 47.0 662 86.6 69.7 = - opt/bs -a SGD,ADAM RMS . . .
- Random Spllt [R] 11d train-test connon—i Llabel 435 770 948 885 545 410 323 465 457310 42623 507 0T 2345 ¢ T80 % Ik 2k 3k 4k sk %250 500 750 1000 cataieie E-alg—bs 64.128 256pmp 70 1 Scenario Targetted models ~ Miscls.(%)
. = = o= kennen—-io score 88.4 95.8 99.5 97.7 80.3 80.2 45.2 60.2 793 54.3 84.8 95.6 80.1 Output richness: #training mocgiels: #queries: e e White box | GT IIlOd:€1 100.0
mOdelS [bUt Stlu dISJOInt]' - Always far above chance. - Don’t need full score output; k=2 is already rich. hasn’t saturated (d 5k. saturates (d 100s. E-size Quarte HalL AT 56.9 giadl((ll))ox, ft?ml!%] known d gT (ff}mﬂgf . gg;
: : : - kennen-o is stealthy and effective. top-kis good enough. kennen-i examp[es Chance _ _ 0.0 Blggk b(());’ ALY EXpOSE Sr\sBcht{eD ALy 82.2
B Extrapolatlon 5P|~|t [E] train-test - Easy: act, drop, pool, ks, split. - kennen-i is query-efficient - Some gap (1-2 attributes) between ik ‘
differ by 1+ attributes. - #layers can be exposed. and effective. ks:  Adversarial examples train-test models is okay: - Misclassification rates (100-accuracy).
- Optimisation hyperparams - kennen-io is the best in all 89% that makes the victim - Still 80% relative accuracy (R.Acc]) of the - Internal exposure can make the transfer based
can be exposed. but one attributes. acc. tell secrets. iid case (100% R.Acc). attack more targetted and effective (82.2% —> 85.7%).




